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» Collector of random Sh*t
» Owner of the domain go-outside.xyz
» Malware reversing hobbyist
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SmokelLoader

» A loader type malware
» Highly obfuscated
» Extremely common

MY BOTNET STATISTIC 0s PRIVILEGES SELLERS ONLINE SELLERS ~ ONLINECOUNTRIES  COUNTRIES MY BOTNET TASKLIST
1D SIZE DATE LOADS RUNS ACTION LIMIT URL GEO RUNTYPE BITS DELETE BOT COMMENT SELLER GUEST
BOT LIST ALL BOTS - 3580 WINDOWS 10 - 1730 Low-o 23580 2-319 SHOW/HIDE SHOW/HIDE BOT LIST
TODAY - 1509 MEDIUM - 3580 1 6KB 1L11202203:36:22 1020 93 DELETE|EDIT|STOP 0 LOCAL @  RUNEXE  X32&X6d No . LINK
ONLINE - 319 ER winoows 7 - 1370
e 5] TASK LIST
TSl 7 winbows 11 - 324 OPTI
it LOADS - 1015 o
WINDOWS 8.1 - 123
RUNS - 958 & STEALER
k R wioows 8 - 32
UPDATING - 0 sl PROCMON ADD NEW TASK
PROCMON INSTALLED - 3140 -
[P\9) OTHER - 1 LOCAL FILE REMOTE FILE
I - comar [ ]
xa2- 683 e —— ' comenr: [ ]
SMOKE BOT | M 64 - 2017
OE—CE—— Geo: |ALL
LAST BOTS DKEY: IMSSasm—
ree—

(FOR ALLOW: RU,US,GB; FOR DENY RU: ALL,IRU) (FOR ALLOW: RU,US,GB; FOR DENY RU: ALL,IRU)

DATE: 11.11.2022 Sl LA SELER: v [0 Jseuerip
TIVE: 16:20:40 P
PHP: W PHE: PU— M Browse... | No file selected. ‘ [ uPLOAD | umi: [ ] [ SET ]
MYSQL: i MYSQL: S
OPTIONS: OPTIONS:
@ RUNEXE > ()REGSVR32 ()RUNMEM () RUNBAT @ RUNEXE  (OLOADDLL (DREGSVR32 () RUNMEM () RUNBAT
@x328&X64 (OX32 Ox64 @x328%64 OXx32 Oxs4
(] DELETE BOT AFTER COMPLETE TASKS (] DELETE BOT AFTER COMPLETE TASKS

Source: VxUnderground’s twitter ZﬁRSITY
e
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https://twitter.com/vxunderground/status/1591091177893548033?lang=en

Stage 1

Pre-Smoked
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What is Process Injection

» Injecting code onto itself or into other processes and having
the code run

» Generally performed with WinApis

> Generic Process Injection APIs PEINJECTION
> VirtualAlloc  pRocEss PROCESS
» VirtualProtect TRA

» WriteProcessMemory

> CreateProcessInternalw &\\\X\\\%&‘\\\* g&\i\\i\\g\\\\%

ENDGAME.
Source — Ashkan Hosseini
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https://www.elastic.co/pt/blog/ten-process-injection-techniques-technical-survey-common-and-trending-process

Dumping Packed Payload

» Dumping Payload with VirtualAlloc()
» Self-Injection type injection

» Decrypts encrypted PE

» Writes it to empty section

property value
general

name bss

md3

entropy

file-ratio (96.33%)

raw-address Ox00022200
virtual-address 000024000

virtual-size (240340 bytes) 0Ox00001000 (4096 bytes)

» Jumps to new location and executes PE

[7SDEFSFO] 8BFF mov_edi,ed3
e 7TSDEF9F2 55 push ebp
ef 75 3 8BEC mov ebp,esp
®| 7SDEF9FS 5D pop ebp
e || 75DEF9F6 v FF25 GC13E575 jmp dword ptr ds:[<&VirtualAlloc>]
e 75 C 4 int3
2 CcC int3
® (o] ol int3
L CcC int3
L EE int3
L] CcC int3
® EE int3
. CcC int3
® GE int3
@75 CcC int3
e 75 cC int3
®| 75 CcC int3
*l<

virtualAlloc

JMP.&VirtualAlloc

adi=200 L'A"'

,text: 75DEFSF0 kernel32.d11:$1F9F0 #109F0 <virtualAlloc>

@Woumpt  @pump2  @Wpump3  @Wpump4  @Wpumps @ watchi  ellocals o7 Struct

Address | Hex ASCII

DOBAOOOO 4D 5A 80 00|01 00 00 00|04 00 10 OO|FF FF 00 OO|MZ.......... V¥ .
DOBAOCO1O (40 01 00 OO(00 OO0 OO0 OO(40 00 00 OO(00 OO0 00 O0|@...u... [
DOBAOO20| 00 00 00 00|00 00 00 OO|00 00 00 OO(00 OO0 OO0 DO| . vveeennnannnns
DOBAOQ30Q| 00 00 OO0 Q0|00 OO0 OD OO|(0D OO0 OD OO(80 00 00 D0 @ v ceeeceacannnans
DOBADO40| OE 1F BA OE|00 B4 09 CD|21 B8 01 4C|CD 21 54 68|..°.. .1I! .Li'Th
DOBAOO50|69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E 6&F 15l program canno
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Stage 2

Pain.jpeg
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Obfuscation Techniques

Aka funny text make life hard
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Anti-Analysis

»> TEB & PEB

> Thread Environment Block & Process Environment Block

» WhatlIs TEB & PEB?

» |1SDebugged? 0x30 -> 0x02
» NTGlobal Flag? 0x30 -> 0x68

» Avoids the need to call APIs

| Dare to Dream

PEB structure (winternl.h)

Article « 09/01/2022 » 2 minutes to read

[This structure may be altered in future versions of Windows]

Contains process information.

2.2. NtGlobalFlag

The NtGlobalFlag field of the Process Environment Block (@X68 offset on 32-Bit and @XBC on 64-bit Windows)
is @ by default. Attaching a debugger doesn’t change the value of NtGlobalFlag. However, if the process was
created by a debugger, the following flags will be set:

» FLG_HEAP_ENABLE_TAIL_CHECK (0x10)

» FLG_HEAP_ENABLE_FREE_CHECK (0x20)

* FLG_HEAP_VALIDATE_PARAMETERS (0x40)

The presence of a debugger can be detected by checking a combination of those flags.

CheckPoint’s AntiDebug List
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https://anti-debug.checkpoint.com/techniques/debug-flags.html#manual-checks-ntglobalflag
https://anti-debug.checkpoint.com/techniques/debug-flags.html#manual-checks-ntglobalflag
https://anti-debug.checkpoint.com/techniques/debug-flags.html#manual-checks-ntglobalflag
https://anti-debug.checkpoint.com/techniques/debug-flags.html#manual-checks-ntglobalflag

$+5 {var_4} {data_4829f
8x482a88

Opaque Predicates —

8x4062a86

» Multiple conditional Jmp
Instructions

» Obfuscates control flow
» Makes static analysis not fun
» Cheeky NtGlobalFlag

es {var
edi

VARSITY
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SandBox & AV Detection

» Looks for 3 Dlls and if found, the process will exit
» Sandboxie
> slbiedll.dll

» AVG AntiVirus
» Aswhook.dll

> Avast AntiVirus
> snxhk.dll

LdrGetDIlIHandle FileName: sbied1l failed
ModuleHandle: exfffffffffe@afedn

LdrGetDIlIHandle FileName: aswhook failed
ModuleHandle: @x7721e355

LdrGeiDIlIHandle FileName: snxhk failed
ModuleHandle: @8x7721e355
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VM Detection

» Checks HKLM\CurrentControlSet\Enum\IDE & SCSI

» Checks for anything that includes
> QEMU

ObjectAttributesHandle: exeeos0000
ObjectAttributesName: \REGISTRY\MACHINE\System\CurrentContrelSet\Enum\IDE
V B O X ObjectAttributes: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Enum\IDE

NtQueryKey KeyHandle: oxpeo0e0ts failed

VII a I IO Keylnformation:

KeyinformationClass: 2

V I\/I W A R E NtQueryKey KeyHandle: 0x0e000078 success

Keylnformation: R\xffa7>\xffel; \xffbb\xffd4\x@1\x00\x00\x@0\x0@\ x FFff\xFFff\xffff\xFfffix00\x00\xe0\x00
\X@4\ X001\ X020\ %20 \x00\ X002\ X00\ xBR\ x0R\ XA\ X02\ X00 \ X0D\ X0 \X0Q\ xPO\ XA\ XD\ KOO \ X20\ x2D \X00\ X0D

X I N KeylnformationClass: 2

NtOpenKey KeyHandle: exeoeeeofs success
DesiredAccess: KEY_QUERY_VALUE |KEY_ENUMERATE_SUB_KEYS
ObjectAtributesHandle: exeeoooeee

ObjectAtributesName: \REGISTRY \MACHINE\System\CurrentControlSet\Enum\SCSI
ObjectAttributes: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Enum\SCSI

YV V V V

NitQueryKey KeyHandle: exeeeeeofs failed
Keyinformation:
KeylnformationClass: 2

NiQueryKey KeyHandle: exeoeeeofs success
Keylnformation: \xffob\xffe7\xffagE<\x@4\xffca\x011x00\x80\x00\x88 \xf FFf\xFFff\xffffixffffix00\xe0\xee\xe0
\x@11x08\x00\xB0>\x00\ xBB\ xBA\xDO\ xB0\x0R\ xBR\ x0\ X80\ X8O\ x @O\ X808\ xBA\ XDV xOD\ xBR\ XD\ X0\ x DO
KeylnformationClass: 2

VARSITY
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Propagate Injection

Malicious code go brrrr
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Propagate Injection

» Stealthy

» Doesn’t spawn external processes

» Performed by exploiting Window’s UxSubClasseslInfo property
» Can really only be used to inject and execute shellcode
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SmokelLoader Propagate Injection APIs

» NtOpenProcess()

» ZwCreateSection()

» NtMapViewOfSection()

» ZwUnmapViewOfSection()
» EnumPropA()

» SetPropA()

» SendMessageA()

» SendNotifyMessageA()
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NtOpenProcess()

» The parent process creates an handle explorer.exe

» Allows the parent process to retrieve and manipulate the
handled process

[ lssss.exe 8 471MB Local Security Authority Proce...
[ fontdrvhost.exe o1 1.24MB Usermode Font Driver Host
[ csrss.exe 604 008 208 ME Client Server Runtime Process O Source U References W hveads  dharandes g7 Trace
winlogen.exe 69 27M8 Windows Log-on Application =
%20 436MB Usermode Font Driver Host
T T O S e
¥ 1 explorer.exe 4480 013 56.07MB DES..\MaelWaerAnalyst Windows Explorer J
v € msedg 01 2478 MB _DES.AN Micresoft Edge
© msedgeere 516 201MB  DES.\MselWserfnalyst Microsoft Edge
@ msedgeexe 6156 1669 MB  DES..\MaelWaerAnalyst  Microsoft Edge
€ msedgere 6164 1047MB  DES..\MaelWaerfinalyst Microsoft Edge
@ msedgeexe 6184 775MB  DES..\MaelWaerAnalyst  Microsoft Edge %0
@ msedge.exe 2004 7232MB  DES.\MeelWeerAinalyst Microsoft Edge e aaanoaon = v
[ ) 556¢ 1867 MB DES.\ Microsoft Edae it >
CPU Usage: 2545  Physical memory: 1.83 GB (22.83%) Processes: 108
’C62D05C ntd11.d11:372D5C #7215C

@ smokelzoder.exe (4416) Properties

Performance
Handes U Comment

Statistics

General
Environment

0| 00 20 EE 12

EC EE 19 00|20 SE0
tide unnamed handies ST 98 F9 F1 11
00 al2s 3a 73 Ea

Type Name Handle

Desktop \Default 0x124
Directory nownDis 0x30
Directory WrownDls32 Oxdc
Directory KnownDlis32 0x88
Diractory \Sessions\1'\BaseNamedObjects 0xSc
Event \Sessions\1|BaseNamedObjects\SAT...  0x180
File findows x4

File [Toolsw64dbg release Oxéc
Key HIUM\SOFTWARE Microsoft\\ 0x8
Key HKLM\SOFTWARE Microsoft) 0x50
Key HALM\SYSTEM\ControlSet001\Contr...  OxcB
Key HAM\SYSTEM\ControlSetd0 1\Contr...  Oxes
Key HKLM\SYSTEM\ControlSet001\Contr. Oxec

HAM
QU

Mutant \Sessions\1\BaseNamedObjects\SMO...  0x94
Process explorer.exe (4480) 0x184
Section \Sessions\1\BaseNamedObjects'\EA7. 0x17c
Semaphore Toessions |1 Baselamed0bjects 50, . 0%20
Token DESKTOP-4MDIDEP MaelWaerAnaly... 0x178
\Sessions|\1' 0x120

VARSITY
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Mapping Memory Space

» Uses ZWCreateSection and ZwMapSection to allocate
memory space into explorer.exe

; EAA  UULIFCIU
¢ 7 & e EBX  DD19FEBC <&NtOpenProcess>
S = co ECX  D0D19FCOC
P B EDX  00DOD00DD
General Statistics Performance Threads Token . §g 1F00OFO0 EI;.EF 9&_1125(;5
s H 001 9F X
Environment Handles GPU B FF53 08 ptr L ESI  DD19FCO8
- 85C0 test eax,eax EDI  00DOD00DO
| it umanct andis = g I e i
= i _____ . . o Ll EIP 00401842 smokelaoder . 00401
Type Name Handle a 8D4D C4 lea ecx,dword ptr
! ‘ . 255 push Gwort pr EFLAGS 00000246
H Key HKLM\SOFTWARE WMicrosoft\Window... 0x8 . 8F45 C4 pop dword ptr = OF 0 SF O DF O
Directory \KnownDlls x40 . ;:;: 5 CFo TFO IF1
File C:\Windows Ox44 . push 1
; s push ecx LastError 00000000 (ERROR_SUCCESS)
Directory KnownDlls32 Oxac . push edi LastStatus 00000000 (STATUS_SUCCESS)
Key HKLM\SOFTWARE WMicrosoft\Window...  0xS0 . push ng
. ush edi
Directory KnownDlis32 0x88 . Etich cax e b
File C:\Tools\x64dbgYyelease 0x8c : g'j:: xg:g gg ss:[ebp-48] Cs 0023 55 002B
Mutant \Sessions\1\BaseNamedCbjects\SM0...  0x34 E— 3. €all dword ptr _
5 1 . D eaT B ey ST(0) 00DODO000000DO0000000 X87r0 Emp
Directory \Sessions\1\BaseNamedCbjects 0x3c 5 ST(1) 00D000000000D0000000 X87r1 Emp Y
2 — 0F35_B0010000 jne smokelaoder. 401A5D (1) 7 3
Semaphore \Sessions\1\BaseNamedObjects\SMO... Oxa0 v TOTSTT TET T ONCT T T <
\ o . 8938 mov dword ptr d
Key HKLM\SYSTEM\ControlSetd01\Contr...  Oxc8 : g o e bl pre Defauit (stdcal) -
Key HKLM\SYSTEM\ConfrolSetd01\Contr...  Oxe8 . BA 30 push 30 M5 [esp] 00000188
Key HKLM\SYSTEM\ControlSetd0i\Contr...  Oxec > '::g;;: gggggég;
WindowStation \Sessions\1\Windows\WindowStatio...  0x120 dword ptr ss:[ebp-487=[0019FC001=184 L'b" [esp+C] 00000000
Desktop \Default 0x124 [E=pE IOIRUOODO0E
WindowStation \Sessions) 1\Windaws\Wind 0x128 .TEXT:00401830 smokelaoder.exe: $183D #CD
| ™ i g 25 z L) 0019FCO0 | 00000184 52
KK:y :E::l gx?; “oup1  goump2  @houmps  @oumod  @houmes @ wawni  kellesks ) stuct ) 00401248 | retun to smokelaoder.00401248 from smokelaoder.00401228
i e Address | Hex [AscIT 00000188
Token DESKTOP-4MDIDER MaelWaerAnaly... 0x178 0015FEBC < Z(90 2F €6 27 (70 2D €6 77 [ B-Aw* /Awp-Aw 00000000
Section \Sessions\1\BaseNamedChjects|EA 0x17c ggi; E EEE E .- g E 22 R0 2C C6 77 . -AwAtanP, £uD, £w 000038F1
= Lt 3 S | 004056FE | smokelaoder. 003056FE
Erert 2 oA ArRer 0019FEEC 0 A2 C GODAGGaG
Process explorer.exe (4480) Ox184 S TRETEE e - 00001180
0019FFOC 0 15 DF 10 FB DE 75 B Eu” . Bu. ) 00000000
Section Commit (34 kB) 0x188 0019F CO FB DE 75 30 36 DF 75 up. BUAGPLOELY 00000018
0019F 0 1E C7 75|80 0B C7 75 Rup.Cu®.C S Dtonoad
0019FF3 €0 46 € B0 B6 CB 75 E0 83 C5 73 . JEuZ 00000000
: 0019FF4 . < E£0 78 Co 7o EQ EB AC 7o | PCEUp?AUD{Aua Erhatn
0019FF5C EQ EA AC 75|00 EA AC 75 (60 E6 AC &-udé-u.e-u Ontanad
0019FF6C | 40 00 |E9 00 DE 75|00 00| @EPV. V. .. Bu. N SRR %
< > < >
Command: 1 mov ‘Default =
Paused smokelaoder.exe: 004018A0 > 004018A1 (0x00000002 bytes) Time Wasted Debugging: 0:00:31:12

VARSITY
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Locating UxSubClassinfo

» EnumsPropA

» Checks Explorer.exe if the property UxSubClassinfo is present

| Dare to Dream

% smokelaoder.exe - PID: 4416 - Module: smokelaoder.exe - Thread: Main Thread 6968 - x32dbg

File View Debug Tradng Plugins Favourtes Options Help Ms

3] “w#ix# L EHE

nEngine;

0040150A| 08 OF 59 51|E8 E4 FC OF |[E7 08
<

DN =0 T8 »§ ¢
CPU | flog | iNotes  ® Breakpoints M MemoryMap [ CalStack S@seH o Scipt % symbols  <” Source O References W Threads i Handees Trace
. 5= push =bp ~
. 4 89ES5 mov ebp, esp
o ~ EB OF jmp smokelaoder.40146E
. 61 popad
. 40146 r push edi
ol o Info”
® | o ax+eax]
°
®
o|[00s
o|[004
. out EB,eax e
el 004 inc eax ea
—e | oo4 jmp smokelaoder.401482
. 4 lea edx,dword ptr
. 4 out B9,eax -
3 lea eax,dword ptr e
» 4 add byte ptr d ea
004 jmp smokelaoder. 201
. 4 lea edx,dword ptr
e (| 004 out EB,eax e
e | 004 mov X, gs e
. 4 xchg esp,eax
ofc std
ol c
™ inc dword ptr [edx+ecx=2
. 4 mov c1,bh
v . 7 inp smokelaoder.4014ED
i oo 7 out F,eax eax Info
; 004 OF
' ° oF
. o« 1 OF558E E5961BOF andnps xmmi,xmmword ptr ds:[esi |
: e >
ebp=0013FB24 &"D0\Xx19"
.text:0040145A smokelaoder.exe: $145A #35A
Woump1  @Woump2  WiDump3  WHoump4  WWDumps @ watchi  ellocals 2 Stuct ZauCE e R e E oA oar
Address | Hex ASCIT P 0013F720| "UxSubclassInfo”
0040145A|55] 89 E5 EB|OF 61 57 5E|E7 BS U.ag. awic ( 3523&832
0040146A| 61 57 5E E7|EB F3 40 EB|OF 8D awAceoaé 00000003
0040147A| 00 00 EB 07|8D 57 SE E7|EB F3 % ( 00000000
0040148A| B84 4A 03 CE|E7 1F 8A CF(7B 59 q 0063CEES
00D40149A| BE E5 96 1B|OF OF 8C B5(F4 80 : 00000000
004014AA| E7 00 OF OF |OF SA 77 5C|7A €D C 0040145A| smokelaoder. 00401454
004014BA| 61 69 60 OF |57 5F FO 7A|03 FO C 0019F720| "UxSubclassInfo"
004014CA|BA CF 7A 13|C8 8D F4 BO|OF OF ( 00000004
004014DA| 07 86 8D FO|80 OF OF B4|4A 1F ( 75537855
004014EA|E4 00 FB 58|51 E8 B7 B5|1B OF 61606362
004014FA|EB E4 FC CB|E4 00 OF 59|51 EB 6E497373
v 737

rammand: [ Crmma

VARSITY



Struct Injection

Notes ® Breakpoints B Memory Map [}/ Call Stadk SEH <] Saript & symbols <> Source ' References @ Threads =

2A:

S
BA 308BC777
FFD2

c2 osoo

30

88 28000000
BA 308BC777

FFD2Z
€2 1400

Injects the malicious
UxSubClassinfo structure

83 20000300
BA 108BC77

ZwSetEventBoosSTPrior

B3 2E001A00
BA 408BC777
Fi

c2 2300

o

0
B3 2F000000
BA 408BCT77

FFD2
2r c2 1400
o

0
83 30000000
BA 308BC777

FFD2
c2 1000

» Follows the previous injection
technique with ZwCreateSection
& ZwMapSection

manceCounte:

ueryPer

B3 31000500
BA 308BC777

FFD2
2 0300
20

B3 32000000
BA 308BC

FFD2
€2 1800

50

83 33000000
BA 108BC777

c2 1800
E ~op

0080

.Text:77C62090 ntd11.dl

$72D90 #72190 <Zwunmapviewofsection>

Dump 9 0040174F |1
@oump1 @ 2 @Wpump3 @Houmpa @WDumps @ watch1 ellocals & Stuct FECEE
Address | Hex ASCIT I~
00660060 | 00 00 00
00660070| 00 00 0O
Li@svwaTH. §
Citcaadissins
subciassInfo
XeH, . H. @, H.x0]
AT.6TSH. 2H; JA
LEC
An. ca. 0
&.0.& "u.
« EEHYYE».0.-I(u
yw..EDHyle L.EE
T B g
g e 004014511
Aa. .AI1A 0019FESC
3 00000184
%ileE /| 00010103,
sL.cf.
..L.AH.E@E
éreateThread |
2 X H.AyUOH. Ee :
&...CloseHandle
x AjURH. ED
tPr
UOH. 1
H. Al
5 D$ H.
eH. AYUBH. C.
AL.c.yuaH.
[EA 2o
00000001
c 000
00000018
v 00000000
< > <

VARSITY
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UxSubClass Redirection

» SetPropA()

» Redirects explorer.exe’s properties to point to the malicious
UxSubClassinfo SetPropA function (winuser.h)

Fie Vew Debug Traong Plgins Favourites Optons Help

o S ¢t %y tall T EIE N K
Bcru [ Giog Notes @ Breskponts __®8 MemoryMap () Call Stack 5 SeH Saipt__ %) symboks <> Source References ‘W Theads o Handes ¢ Trace
- E— Trov eaT,ea TsetFrop 7 wide FPU
: Bec =
: 2 xsubclassInfo
: : <encopenrruienss
Sre .
335 scescors os 3 Wi\ x5
Gee
. 5is o 3 :
808 <user3z. setpropas
. W per
H . o assznfo
. Buzh Sword per
: Bl Gword per
s5Fe e LastStatus 00000000 (STATUS.SUCCESS)
~ 083 s0720200 PScrese )
a8 aoy e eax:"uxsubclassInfo it e
. 3 5 0023 55 oos
: ]
. 2 0coo L < %
5 BoEn eax eax assznro . « <15 B0 wn
. F15_1CAXN7S EATY cword ntr de: [<G1ohal Addatomas) =l d L] ur
< 5 fesp1] oooio10e
_ <pes] 00401754 ~UxsubclassInfo
text:75C58380 usersz.d11:5288E0 427CE0 <SetPropA>
ReYaer 5%

Woump1  Woump2 @oump3  WWoump4  WHoumps @ wath1  Ir-llocls ) Struct 00010106
Wex [ascax Z
00401724 0 00189 4E 07 89]56 OB 89 7E|OF 8B 83 &C|.....N..V. LA
7 3 3

3 8
£

b2
08| £ jud

88 buatieltiineo ¢ Adds a new entry or chang existing entry in the property list of the specified window. The
By ) )
& i

003026F6| smokelaoder . 004026F6

s 58303750 function adds a new entry he list i ecified character string does not exist already in the
o S he f :
£ & arici TG o|ooiaeece | acmeesey list. The new entry contains the string and the handle. Otherwise, the function replaces the

Cammand: [Cormans aze_comms_sepazazed crucsicns) - mov s string's current handle with the specified handle.

Paused[smokeander.exe: 00401753 > 00401753 (0x00000001 bytes)

17 explorer. exe (4480) (0950000 - 0xGASDNN) - 0 %

0 00 56
co 00
bd 3¢ 7
of 29
s b7
00 00

ux
00001050
00001020 00 00 00

e

00 00 00

¥

aeReagae

gononaaa

HWND hwnd,
LPCSTR 1pString,

26 o1 ba 4
35 a8 £4
=2 05 01

P

e

as ef ca

00000180
00000150
00000120

Resead e

3
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ShellCode Execution

» By Executing SendMessageA & SendNotifyMessageA

» Explorer.exe with the modified property should now:
Execute the malicious UxSubClassinfo Structure
Which points to the injected shellcode

Which usually means the second stage malware is downloaded and installed
» le... Cobalt Strike, Raccoon Stealer, Redline, IcedID

>
>

. - - - . -
& 4 DE Sl ¥ %y T2l G @ # AE
Fle View Debug Tracng Phugns Favoutes Options Help Ma L 2 Bou [y UNoes  ® Breskponts ™8 MemoryMap | [ CallStack | &2 Sapt  Esymbols < Source S References  *
T& % § T 2 & @ fx # A B 13 301775 FF75 D4 Dush dword pir =
LA LI B Ee 00501778/ FF93 84000000 call dword ptr ds:
[ Notes ® preskpoints ™M MemoryMap  [) CallStack lo/spt  ®symbols <> souce S Refe 2 g'. ghi: =
0000 add byte ptr = 6a 0F push F
0000 add ptr IIE/EED 7 push dword ptr
0000 add 1970 FF93 88000000 €1l dword ptr d
0000 add = push dword ptr
0000 add FF53 14 €8W dword ptr ds:[ebx+1s
0000 add - E8 0F jmp_smokelaoder.4017A2
0000 add 2D Todsd
0000 add 54
0000 add sE
0000 add E7 BS
0000 add D5 15 aad
0000 = 0000 add byte ptr ds x1,al
0055 23 ,d1 - E8 07 jmp_smokelaoder.4017AS
=3 2D
48:335C 40 54
53 sE
56 £7 EB
57 F3:3CEB
354 OFBI545E E
48:838C 30 25 E3010000
Eg 2 -
06 89 545EETER
F2:38E8
&0
d B o 1: rcx 0000000000010106 FA cli
£ > %2: rdx 0 3
000000000097008D "[] Xen:" 3: rs 0000000000010108 FFEF SE CalINFER fword ptr d
4: r3 0000000002000001 58 pop ebx
5: [rsp+20] 00000000000000SO cs leave
0000000000970091 c2 1000 FeE 1
“ = " oy a0 00010108,
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